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General legend

o Note
A Important

MbCONNECT?24 - Key to symbols

C[}:] Add a new element

e Edit

—

= ': Duplicate: Create a new device as a copy

@ Delete

L .' Download configuration file mbconnect24.mbn
P VPN connection
build from the machine to the portal

o Disconnect VPN connection

° Establish an https connection (mbWEB2go)

(D] Disconnect an https connection (mnbWEB2go0)
| v | Drop-down field
| | Input

Page 3 of 17
Version: 1.5.0



First steps - mbCONNECTZ2<

1. General

This document describes the first steps and measures that are necessary to connect a device (MbNET
router / mbSPIDER data modem) with the portal server.

After installing your router, you can configure your personal account on mbCONNECT?24 with your con-

nectivity options for a later remote maintenance.

These settings are transferred to your device (router / data modem).

2. Login mbCONNECT24.net

Go to www.mbconnect24.net or http://www.mbconnectline.com/index.php/en/products/mbconnect24net

The Button & Bowniexd takes you to
the protected download area.

ES} Account Request

@0 Download

3. Install mbDIALUP

In the category software see
the programms

Stantseite

Login

mbCONNECTEZ4

—

E setupmbdialup : HOT

@0 Download

A—
15 ' mbcheck

3.1 mbCHECK

First Port 1194 TCP, 80 TCP or 443 TCP should
be checked with the program mbCHECK, to en-
sure, that it isn’t blocked by the firewall. Either of
these ports can be used to connect by mbDIALUP
and the mbNET, when it's connecting to mbCON-
NECT24.net.

J TCP Connaction to BEL198.158.11 Port B0 (mbCONNECT24. net). Paort]
#’ TCP Connaction bo 88198, 198,11 Port 443 {mbCOMNECT24. nat). Py

#? TCF Connection bo 85,198, 198.11 Pert 1194 (mBCONNECT24, net]. Fal

I

B Account Request A -

Wednesday, 11 July 2012 Press Releases Imprint | GTC | Stemap Datenschutz  SE W
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Ideas and solutions
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MbLNET
HOMEPAGE A ON E TON! PRODUCTS
mbCONNECTZ24

mbCONNECTZ24

+ Download

DOWNLOADS

Ubersicht

Anzahi Ketegorien: 2

4 Dokumentation

5 MBCHECK V1.08 P NN 5% |
Program
po MB CONNECT LINE
off Start Checkip _I Report Fovete (anianies SV
i ‘Success DNS Lookup (checkup, mbconnect24.net/88,196,198.11) CERY
s Tryng to Ping 88.198.198.11 1940 NOL B & PrOKY.
J Server & reachable (88.190.198,11)
use & Proxy
v UDP Connection to 88.198.196.11 Port 80 (OpenVPN). Pakettime = 16 ms
p Proxyname
i UOP Connection to 68.198.198.11 Port 1194 (OpenVPN). Pakettme = 16 ms
of  UoP Connection 10 88.198.198.11 port 500 (sec). Pakettme = 17 ms Port
’ UOP Connection to B8, 196.196.11 Port 4500 (IPSec), Pakettime = 15 ms
o TCP Conecton toB8AS 196111 Port 80 (MOCONNECTZA.net) Pokettme = 20ms. | ™™
5
v 80,100.196.11 Port 443 (MBCONNECT24.008), Pakettime = 17 ms
Pasvord
v Frecton to 88,196, 198.11 Port 1194 (MBCONNECT24.et). Pakettime = 18 ms
NTP Most
NTP port 123 with 0,pookntp,org | 31.01.2013 09:50:01
- 0.po0lntporg
o Youre abl 1o estableh  OpentveN connection thicugh the checked ports UDP(B0), UC
off/ Yo e abke 1o estabibh 1 connection, For IPSec you e the ports UDR(S00) an RESUR for VPN functionaky |
OpenvPN
\/ You are able to establsh & MbCONNECT24.net connection through the checked ports TC
g o Psec
Network B Addresses on this computer , 192.168.0.75
’H\I( ONNECT24.net
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mBbCONNECTZ24 — first Steps @

3.2 mbDIALUP

Now install the program mbDIALUP. To do this, run the program "setupmbDIALUP.exe".
Note: You must be logged in as administrator.

@ mbDIALUP V3.0 R0.0 =R ™
EXIT V,F < o Server [mbconnect24.net(EUROPE) L v E @
Login
Enter your username and
Username@account
password to get access.
Password

Login O

MB CONNECT LINE

remote maintenance solutions

User: , Port:1194

not connected mbCONNECT24 Service running

3.2.1 Access via proxy server

If you are using a proxy server,

i i EXIT & v
you can adjust the proxy settings EXIT .2 0 Server |mbconnect24.net(EUROPE)
in settlng§ SL:bmenu port / Settings|
proxy settings”. Settings
| Serverlst | Options| Port/Proxy settings
Port
(©) Use this port TCP 1194

(@) Detect automatically

Proxy Settings
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@ First steps - mbBCONNECT24

3.2.2 Serverauswahl

Before you connect to the portal server for the first time, please choose your mbconnect24.net server.

(@ mbDIALUP V3.0 RO.0 mbconnect24.net(EUROPE) : oo ]
| mbconnect24.net(EUROPE _
EXIT x 0 Server TDCONNect24.us (USA/CAN) — _E @

AWhen selecting the wrong server no connection can be established.
If your field of application / location such as chosen in Europe and you have a server mbconnect24.us
(USA / CAN), so you get when trying to connect to the portal build the following error message.

Login

Connecting...
EXIT, Failure

‘ Message from mbDIALUP

The Authentification failed. -
@ Please make sure you have the right username and password.

User: , Port:1194

not connected
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mBbCONNECTZ24 — first Steps @

4. Login mbCONNECT24

Login to the portal with the user data (username, password) you have received after your registration.

K ‘ o ‘Server ‘mboonnects4.net(EURCPE] - ‘ E ‘ @

Username @ Account name

Login \ /

Enter your username and

Username@account admin@account
password to get access.

Password ©0000@

Login O
MB CONNECT LINE
remote maintenance solutions
The VPN connection is established.
Y
E -
_— w (] -
— - Checking ports... frow— Connecting... @ . Connecting...
s ! " Authentication Py in progress...
[L X Cancel " X Cancel X Cancel i
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First steps - mbCONNECT24

5. mbCONNECT24 Configuration

If the VPN connection is established, the browser window opens your account.

i mbDIALUP V3.0 RO.0 = o =<

0 Server | mbconnect24.net(EUROPE) - _E @
mBCONNECTZ24 et
admin@msd-extra | Language [English | ¥ | | Start | Help | www.mbcennectiine.de B
@ Clients
User r‘ s~
e » Device Administration @'
Systemn
p— Fiter: QGo
QuickConnect
Connect Status " Name Type VPN IP
' admin@msd-extra [ [Please Choose Ty [ 7 | ®
Administrator
Display Number of Results | No records found
No Device Available
Status Legend: © Cnline | online and Connected | @ Offline | @ Offline - Click to bring Online | @ Online - Click to send Offline
SMS Account State: 10 available

5.1 Changing User Data

First, go to the menu and change your password.

Click on your user name \L

= remote maintenance sokut
admin@msd-extra ILanguage | Start | Help | www.mbconnectline.de w

; A
A User Administration '\O/'

Filter: Q GO

Status " Name Fullname Description Device Access VPN IP

| I I | ®

O & & admin Administrator Account Administrator all devices/devicesgroups 10.1.33.4

Display Number of Results n | Results 1-1of1

and change your pass word in the following window.

; 7 )
$Profile '\O/'

Username admin
Password [ | .......... |
Password Confirmation | ) |
Fullname [Administrator |

Email Address [ |

VEN IP 10.1.35.4

Description |Accnu nt Administrator

0 The new password is after you have saved your changes, effect on the next login to the portal.

Page 8 of 17
Version: 1.5.0
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5.2 Add anew machine

Go to the menu and assign a unique name @ for the new machine.
The name can be chosen freely - but only following numbers and / or letters are allowed:
0to9, AtoZ, atoz

Choose your device type from the drop down list ® and click the "Add" @ .

F Cliants
-

5 Device Administration @'

Filter: Q GO

Connect Status ** Name o Type 9 VPN IP

[DocumMachine Please Choose Ty El 9 @
Please Choose Type .
Display Number of Results n | No records found Router —
MDH&59
MDH&58
MDHB855
Status Legend: © Online | Online and Conn MDHB850 = | Offline - Click to bring Online | @ Online - Click to send Offline

MOHB4S SMS Account State: 10 available

MDHB33
mbCONNECT 24 MDHE32

MDHAN

5.2.1 Description
After adding the new machine, you will enter the actual configuration menu.

Depending on the device type, the fields may vary.
[Devices [N

~
B’J Device Administration '/0'

Description | Network Internet Clients Settings Components

Type

Name [DecuMachine

Lacation -

Contact -

Telephonenumber | |

Password [ Change VPN Password |

Serialnumber [ |

Description [Docu Device mbcz4 V1.5.0 |

5.2.2 Network

Enter an unused LAN IP address and subnet mask from the system or machine network.
@Chenb

c: Device Administration @‘

Description Network | Internet Clients Settings Components

VEN IP 10,1 2

LAN TP [182.168.0.100 e.g.172.25.9.125

LAN Netmask [255.255.255.0 |

1:1NAT Network ]
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@ First steps - mbBCONNECT24

5.2.3 Internet

Specify

@ when your device is connected to the portal

@ about which way the Internet connection should be made

@ which VPN port to be used (which of the three ports is free can be determined with the help of
mbCHECK).

Always EI

Dialout Button

5 Device Administration

_ SM3

Description Network | Internet Clients

Input 1
Input 2
o Connect to Server on |A|Wa)“3 EI Input 3
Input £
9 Internetconnection |Exlernal Router El Connect when Input 1 has High-signal, disconnect at Low-Signal
Connect when Input 2 has High-gsignal, disconnect at Low-Signal

Monitoring Internet Connection Connect when Input 3 has High-zignal, disconnect at Low-Signal
Connect when Input 4 has High-signal, disconnect at Low-Signal

Test-Address [eass ]
Test-Interval (=) |Bﬂ |
—> External Router
Modem Settings
Mobile APN (Provider) | own entry - enter login information EI External DSL Modem
Maodem
Own Entry for Mobile APN (Provider) [ | Failover (WAN -= Modem)
User | |
Password | |
Password Confirmati === |
assword Confirmation | e

SIM Pin [ | Statische IP

WAN Settings

WAN Typ [oHeP ] —|

Proxy Settings

Use Proxy ? O % TCP:1194

VPN Settings TCP:80
TCP:443

9 VPN Port TCP:1194 EI 1

‘ + Save H »* Cancel ‘
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5.2.4 Settings
5.2.4.1 Network

ﬁ Device Administration @
Description Network Internet Clients Settings Components
DHCP
Network
Serial DHCP Configuration
Security
LAN |
Alarmmanagement
Extras LAN Configuration
Passwords
DHCP Server Active -
| + Save || * Cancel |

If the checkbox for "DHCP Server Active" is enabled the default settings appear, based on the set values
of point 5.2.2 Network.

NetBIOS/WINS-Server [

F/J Device Administration @
Description Network Internet Clients Settings Components
DHCP
Network
Serial DHCP Configuration
Security
LAN |
Alarmmanagement
Extras LAN Configuration
Passwords
DHCP Server Active
Begin [152.168.0.101 ]
End 121680112 |
Netmask [255.255.255.0 |
Broadcast [ |
Gateway |192.168.D1uu |
DNS Server [192.168.0.100 |

Lease Time [s] |

MAC P

®

After saving the settings, the main window of the Device Administration appears with the device overview

r; Device Administration @

Filter: Q GO

Connect Status % Name Type VPN IP
[ MDHB34 [~] @
(@) DocuMachine “ Description : MDHE34 10.1.33.5 k " _,’T‘ e

Display Number of Results n | Results 1-1of1

and the system automatically start performing the "Submit to device" function.
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@ First steps - mbBCONNECT24

6. Transfer the configuration to the device

,»Submit to device*“ => The device must be connected to a LAN network.
,Download to PC“ => the configuration file is transferred to the device via a USB stick.

6.1 Submit to device (via network)

@ mLDIALUP V3.0 RO.O ===t
(BT 0 Server |mbconnect24 net(EURCFE) v | gic| @

select local configuration file MDHB34 || DocuMachine G

‘ searchurg for device:  al

Serdalnumbar MNzme Type 1P-Address Subnetmask MAC
171329000002 WindPower MDHI00 213.219.2.202 255,255 2550 OxEC:C2:FE:ORED

01?[39000&001 SclzrPowsr MDHI00 213.219.32.201 255355 3550 0250 C2:FE:OF:EC
al?[EQDDDDlS mbSPIDERtest MDH300 172.25.13.206 255 255.0.0 0350 C2:FE:9F-FD

0[?[391.5125 ACDKILTEMPRE MDHZLS 172.25.12.58 255.255.255.0 OX50: 22T 17AS0

211383405693 DoluMachine MDH234 172.25.9.125 255.255.255.0 0X:50:C2:FE:0A:48

§45L36190?295 mbNETgsm MDH334 172.25.15.201 255.255.0.0 40;D8:55:0F:46:73

431385507139 MDH8552 MDHB55 172.35,15.194 255.255.0.0 40:D8:55:0F:45:3D

055[585[)[)&.61&1 MbHEI MOHBL0 172 2513350 2ah 25500 FRDELLI0FFLEY

=)

11 Devices found

Time: 00.75.27, Lker: admn@msd-exrra. Porr:1194

Connection established mbCONNECT24 Sevice running 1 Downh leana Courom

mbDIALUP lists every device which is connected to the LAN network and marks the number of potential
device types (in this case there are two units from type MDH834 identified).
The latest configuration file which is listed in the selection box €) is available for submitting to the device.

After selecting the newly created device @ and click on ©. the system performs the configu-
ration transfer.

] start configuration transfer ‘

Finally click the button ‘

select local configuration file |MDH834||D0kuMachine A

‘ configure device:  DokuMachine, Type = MDH834, Serialnumber =

checking firmwareversion
transfer configuration file
activate configuration
reboot device

wait for device

finished

< | I >

|

e @ start configuration transfer
[
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=

After the system has completed all steps the transfer must be confirmed by click on [ﬂ]e.

select local configuration file MDH&34| | DokuMachine

-

_ configure device:  DokuMachine, Type = MDH834, Serialnumber =

checking firmwareversion
transfer configuration file

activate configuration

AS S S N S N

reboot device
wait for device
finished
< 11 »
@ start configuration transfer
s | @t |

Depending on the chosen setting "Connect to server on" (step 5.2.3 Internet), the device is now ready to

establish a connection to the portal.

‘ Device Administration

Filter: QGO

©

Connect Status * Name

|
j O Doku ¥ Description :

Display Number of Results | Results1-10f1

Type VPN IP
[Femtmmnl~] @
MDHB34 10.1.33.6 (™ 2@

Status Legend: © Online |

Online and Connected | © Offline | @ Offline - Click to bring Online | 2 Online - Click to send Offline
SMS Account State: 10 available
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6.2 Download to PC (via USB stick)

<
5 Device Administration @'
Connect Status % Name Type VPN IP
| | [Pease chosse [ 7] ®
@ DocuMachine Description : MDHB34 101,335 k! O
Display Number of Results [20 [ ¥ | | Results1-10f1
;' Download to PC
L 1 ownloa 0 ]
The following menu appears by clicking on the floppy icon Prepare for CTM
Select "Download configuration to PC" here

Submit to Device

The configuration file "mbconnect24.mbn" is stored on your computer or USB flash drive.

DO NOT RENAME THE CONFIGURATION FILE!
Furthermore, the configuration file must be stored in the root directory of the USB stick!
The USB stick must have the file format FAT!

6.2.1 Load configuration file mbconnect24.mbn

6.2.1.1 mbNET - Router

1. T
Put the USB flash drive in USB interface at front of the mbNET @ Fc1 @ @ Fc2 | Eo——
and start the "load settings" procedure by following these steps be- Fc3 @ @ Fc4 ,:;..m

low: Rdy @ ® Con Rdy © ®Con
Pwro© @ Err Pwr @@ Err

1. Switch on the device or push the “Reset” @ button once (in

case of MbNET is already running) and wait until LED "Err" is 2.
on. Fc1 ® ® Fc2
Fc3® Fc4

2. Push “Dial Out” button € and hold it until LED Rdy © ® Con
“Fc4” (TxD2) is on. Pwr © ® Er
3. Push “Dial Out” button again until LED <
“Fc3” (RxD2) is on. el
Fc3 Fc4
4. Push “Dial Out” button again until LED Rdyo:(;‘:'r'
“Fc2” (TxD1) is on. _
4.
5. Finally push the “Dial Out” button at last time. . -
After 10 — 15 seconds the LED “Fc3” (RxD2) flashes. .
(Inrare cases it may be that the used USB flash drive Rdy © ® Con

depending on type is unsuitable for this procedure. In this |py: e # Err
case, use a different USB flash drive.)

Now the settings are applied to mbCONNECT24

If the mbNET can connect the Internet (e.g. if network-, tel-
ephone cable, SIM card, antennae is installed), the mbNET

will login to your account immediately. It’s indicated by the Fc1 ® ® Fc2
flashing LED ,Con®. Fc3 @ ® Fcd
Rdy @ Con
Pwr © @ Err
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6.2.1.2 mbSPIDER - data modem

1. After connecting the
USB stick to the Power o
mbSPIDER Fcl LED + Ready w2
Fc2 LED starting to Connect & OFca
flash. _
Funktion @ @ Resat

2. Push within 10 seconds

the Funktion button Power il

and keep it pushed. Ready “e2
X\ o OFc3
Funktion ® Feset

3. When Fcl LED + Fc2

LED are extinguished Power O Fot
and Fc3 LED flashes, Ready OFc2
release the Funktion o o3
button.

Funktion @ ® Reset

4. About 30 seconds later

Fc3 LED goes off = Power O Fel
the configuration file Ready O Fc2
mbconnect24.mbn Connec @ O)Fc3
was successfully _

Loaded. Funiton® @ Recet

DO NOT RENAME THE CONFIGURATION FILE!
Furthermore, the configuration file must be stored in the root directory of the USB stick!
The USB stick must have the file format FAT!

After reading the configuration file mbconnect24.mbn is automatically renamed and is now on the
USB stick as Xmbconnect24.mbn.
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7. Access to devices and machines

If a device has built up the Internet connection and
log on to your account, you find on the left side of
the administration area a selection menu © of
available devices.

Click the button |__Connect | @ or the icon ./-9 and
you will be connected with the selected device.

(@ mbDIALUP V3.0 RO.0 =N B 5
0 Server |mbconnect24.net(EUROPE) - _E @

mbBCONNECTZ4

Im Clients

User

MB CONNECT LINE
remate maintenance schifions

admin@msd-extra | Language | English [¥ | | Start | Help | www.mbconnectine.ds @

©

5 Device Administration

Reports

System

e Fitter: QG0
QuickConnect

Connect Status % Name Type VPN IP
admin@msd-extra 9 [ ] Please Choose Ty| | @
Administrator 1 o =
j [ ] Doku Description : MDH834 10.1.33.6 k! -‘-’f_‘@

w @) T~

ﬁ Connect

Display Number of Results [20 [ | | Results1-10f1

Status Legend: © Online | Online and Connected | @ Offline | @ Offline - Click to bring Online | @ Online - Click to send Offline

SMS Account State: 10 available

mbCONNECT24 - V1.5.0

Time: 00.03.07, User: admin@msd-extra, Port:1194
Connection established mbCONNECT24 Service running 1

After the connection is established, the status LED
© changes from green to yellow and you have
access to the machine.

Use the button | Disconnect . or the icon ¥ @ to
terminate the connection.

& mbDIALUP V3.0 RO.0 [o wEm[ =]
0 Server |mbconnect24.net(EUROPE) - _E @

mbBCONNECTZ2<

IM Clients

User

MB CONNECT LINE
remote maintenance

admin@msd-extra | Language | Engish |7 | | Start | Help | www mbconnectline.de @

©

ﬁ Device Administration

Reports
System
Logout Filter:

Connect Status

Location:
LAN IP: 172.25.9.125
VPN IP: 10.1.33.6

Disconnect

Connect Status % Name Type VPN IP
F o v conected e e [ | Please Choose Ty | ¥ | )
Davica: Doku o . Doku Description : MDHB34 10.1.33.6 k! el ]

Device Connected with: sdmin

esults | Results1-1of1

Display Number of R

Status Legend: © Online |

Online and Connected | © Offline | @ Offline - Click to bring Online | @ Online - Click to send Offline

SMS Account State: 10 available

No more Connection Licences available.

mbCONNECT24 - V1.5.0

Time: 00.04.13, User: admin@msd-extra, Port:1194, 10.1.33.6 / 172.25.0.0/16
‘Connection established mbCONNECT24 Service running 1
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8. Quit the mbCONNECT24 session

To end your mbCONNECT24 session properly click the button Logout ©

@ mbDIALUP 3.0 RO.0 (o |mem =]
0 Server |mbconnect24.net(EUROPE) - _E @
mBbBCONNECTZ<

User
Reports

System
Logout 6

QuickConnect

admin@msd-extra | Language | English | ¥ | | Start | Help | www.mbconnectline.de

I@ Clients

‘ Device Administration

Filter:

| [[:} MB CONNECT LINE

remote maintenance soluions

©

Connect

Status ' Name

Type VPN IP
O adminmsd-sxtra \ ®
Administrator
rd Q Doku ¥ Description : MDH834 10.1.33.6 k! eql~]
Dok
S Display Number of Results | Results1-1of1
[ Connect |
Then, to confirm, click | Logout | ®.
@ mbDIALUP V3.0 RO.O [o w5 ]
o Server |mbconnect24.net(EUROPE) - _E @
mbCONNECTZ4 (™ B CONNECT LINE
admin@msd-extra \Language | Start | Help | www.mbconneciine.de b
Machines
User Logout @
Reports You are currently logaed in to the portal.
System
(6]
QuickConnect
©) admin@msd-extra mBCONNECT24 - V1.5.0
Administrator

By clicking on @ you quit the client software mbDIALUP.

9D

3%

o Server |mbconnect24.net(EUROPE) R 4

Login

Enter your username and
password to get access. Username

Password
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